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1. Open the Certificate Listing on the eConstruct Portal Site

arePoint Portal  Administration *  Highway Administration ~  Multi Modal *  Driver and Vehicle Services ~ This List: Certificate Lis| ] P

's Office = Projects = Others ~
[ Last Name First Name Middle Name Employee ID Company E-mail Address Certificate Serial Number  Validity Begin Validity End Certificate Ink Sign. rec'd

Burns Rebecca 124107 PennDOT reburns@pa.gov DS 757109 54 ADF2 76 6/26/2015 6/26/2020 WView MN/A
2 e 60 50
075021 PennDOT RHORWHAT@pa.gov 89 8E 68 06 03 0C C6 5A 7/2/2015 7/2/2020 Wiew N/A
66 C8

Horwhat Robert D
£ HEW

2. Click on View under Certificate for the User Certificate you want to Trust.

3. One of two dialogue windows will open
a. |If the Data Exchange File — Import Contact Dialogue opens:
Data Exchange File - Importo_

You have opened an Acrobat FDF Data Exchange File containing the following data:

Contact Information

Sender

Name: Test A. User

Email Address:
Add Certificate to List of Trusted Identities
This file contains Contact information for the sender. Click Set Contact Trust to set

options on how to include this Contact in your list of trusted identities. Contact
information includes certificates that, once trusted, can be used to validate signatures

from and encrypt documents for the associated Contact.
Set Contact Trust...

i. Click on the Set Contacts Trust...Button.

Set Contact Trust...

ii. Proceed to Step 4

b. The Data Exchange File — Import Dialogue window opens:
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Data Exchange File - Import
You have opened an Acrobat FDF Data Exchange File containing the following data:
Contact Information
Sender
Mame: Test A. User
Email Address: testauser@pa.gov

Signature

Signature is VALID, signed by Test

A. User =< testauser@pa.gov>, Signature Properties...

Contents

The file you have opened contains Contact information for one person.Contact
information includes certificates that, once trusted, can be used to validate
signatures from and encrypt documents for the associated Contact.

Test A. User <testauser@pa.gov>

1 Before adding these contacts, you should verify that they are authentic. If
they come from a trusted source, you might choose to accept the level of
trust the sender has specified. Otherwise, you will be prompted to
individually verify each contact as you add it inte your list of trusted
identities.

["] Accept the level of Trust specified by the signer for all Contacts in this file

[ Add Contacts to List of Trusted Identities... l ’ Close ]

i. Click on the Add Contacts to List of Trusted Identities Button.

I Add Contacts to List of Trusted Identities... ]

ii. Proceed to Step 4

4. Select the box Use this certificate as a trusted root to accept the certificate
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( Import Contact Settings

Certificate Details
Subject: Test A, User <testauser@pa.gov>
Issuer: Test A. User <testauser@pa.gov>

Usage: Digital Signature, Encrypt Document, Key Agreement

Expiration: 6/29/2020 2:22:59 PM

Trust | Policy Restrictions

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed documents or data
[[] Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,
etc.)

Certificate Details...

IT Service Desk number (717) 783-8330 or toll free (855) 783-8330
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5. Click the Certificate Details Button to review the certificate.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the
«chains were issued by a trust anchor.

Show all certification paths found
Test A, User <testauser@ (IR ERY | Details I Revocation I Trust | Policies | Legal Motice

u Test A, User <testauser@pa.gov>

PennDOT - BOPD
Issued by:  Test A, User <testauser@pa.gov>
PennDOT - BOPD
Valid from:  2015/06,20 10:22:59 -04'00"

Valid to: ~ 2020,/06,29 10:22:59 -04'00"

Intended usage: Digital Signature, Encrypt Document, Key
Agreement

4 LU »

) This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were done as of 2015/06/29 15:25:27 -04'00°

6. Click the Ok button to accept the certificate. A window will open and display the results of the
import.

Import Complete

Impeort details:

Importing Contact ‘Test A, User <testauser@pa.gov>'s
1 certificate(s) imported and added to ‘Test A, User <tes
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7. Click the Ok button to close this window.

8. To review the accepted certificates, select Preferences from the Edit Menu.

A~ Adobe Acrobat P
File d View Window Help

[ Undo Ctrl+Z
=
=] Redo Shift+Ctrl+Z
Cut Ctrl+X
i Cop Ctrl+C
2l Paste Ctrl+v
Delete
Select all Ctrl+A
De=select All Shift+Ctrl+A

Copy File to Clipboard

Edit Text & Images

‘pagt Take a Snapshot

Check Spelling L4

Look Up Selected Word...

-4 Find Ctrl+F
Advanced Search Shift+Ctrl+F

S

9. Scroll and click on Signatures under Categories.
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Categories:
Digital Signatures
30 & Multimedia -
Accessibility Creation & Appearance
Action Wizard

» Control options for signature creation

More...
» Set the appearance of signatures within a document

Adobe Online Services

Catalog

Coler Management is

Content Editing Verification

Convert From PDF

Convert To PDF + Control how and when signatures are verified Morew.

Email Accounts
Forms

Identity Identities & Trusted Certificates
Internet
» Create and manage identities for signing

JavaScript
» Manage credentials used to trust documents

Language

Measuring (2D}
Measuring (30) Document Timestamping
Measuring (Gea)
Multimedia (legacy) » Configure timestamp server settings

More...

m

Maore...
Multimedia Trust (legacy)

Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units & Guides
Updater =

&7

(=]
-

| [ cancel

10. Click the on the More.... Button in the Identities & Trust Certificates section.

Identities & Trusted Certificates
= Create and manage identities for signing
» Manage credentials used to trust documents B

11. Click on Trust Certificates in the panel

" Digital ID and Trusted C¢
= Digital IDs
Reaming ID Accounts
Digital ID Files

Windows Digital IDs

PEC5#11 Modules an
Trusted Certificates:
[
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12. The window will show all trust certificates and the associated data, if selected. Click the
to close the window.

— ™
' Digital ID and Trusted Cartificate Settin 5

= Digital IDs ]Edi‘tTrust ﬁlmport ﬁ Export —__L? Certificate Details (&) Remove
Es

Roaming ID Account:
Digital ID Files

MNarme Certificate Issuer Expires

Test A. User <testauser@pa.gov> Test A. User <testauser@pa.gov> 2020.06.29 14:22:58 7
UCA Global Root UCA Global Root 2037.12.31 00:00:00 Z
PRCS#LL Modules an| | ycp poot UCA Root 20291231 0000:00 Z

Trusted Certificates Universign Primary CA hardware Universign Primary CA hardware 20420529 16:58:07 Z
]

Windows Digital IDs

Test A. User
PennDOT - BOPD
Issued by: Test A. User
PennDOT - BOPD
Valid from: 2015.06.29 14:22:59 7
Valid to: 2020.06.29 14:22:59 Z
Intended usage: Digital Signature, Encrypt Document, Key Agreement
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13. Click the Ok Button to close the Preferences window.

Preferences

Categories:

Digital Signatures

3D & Multimedia
Accessibility

Action Wizard
Adobe Online Services
Catalog

Color Management
Content Editing
Convert From PDF
Convert To PDF
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (2D)
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

Spelling
Tracker
Trust Manager
Units & Guides
Updater

Creation & Appearance

» Contrel options for signature creation
» Set the appearance of signatures within a document

Verification

= Contrel how and when signatures are verified

Identities & Trusted Certificates

» Create and manage identities for signing
= Manage credentials used to trust decuments

Document Timestamping

m

» Configure timestamp server settings
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